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CS Compliance:
A Presentation in Three Acts

} Computer Compliance (A Brief History)
1 Compliance Trends (Enforcement History)
1 Regulatory Inspection (Anecdotes)
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A Brief History of CS Compliance

1 Act One
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Evolution of CSC - Proselytize

OECD (Europe, Japany, FDA 21CGFR1 FDA issues
USA) publishes GL Records;-ESignature; AComputerilz
consensus document Final ROl Used I n clIi

ICH E6 GCP CDRH draft guidange
Adopted by FD on Software Validatipn
& OTS Software
GAMP Vol

1995 - 1996 - 1997 - 1998 - 1999




Evolution of CSC - Alignment
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Evolution of CSC - New-Clear Age
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Evolution of CS Compliance
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Evolution of CS Compliance
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Trends In Compliance

1 Act Two

.



Trends In Compliance

» What we know:

BCS related warning letters increased steadily from
1997 to 2001 (34 total in 2001) and have
declined steadily since (5 in 2007).

BFDA Is most concerned with validation (60%),
security (50%), procedures (25%) and audit trails
(15%).

BCDRH (53%), CDER (33%), CBER (14%)

BNew Jersey (13%), Irvine (8%) & Denver (8%)
Districts most Active

BGCP (3%), Blood Bank (11%)
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Trends In Compliance

1 Procedures

BAlthough personnel at the facility write software In -
house: a) the facility has  no written development
standards for the procedures to be followed or the
approvals to be obtained for development of a
computer system; b) The facility has no written coding
standards for writing (coding) of computer programs.
(ITT Research, 483 Obs. 1998)

BFailure to establish and maintain procedures that
ensure the existence of a mechanism for addressing
Incomplete, ambiguous, or conflicting requirements ;
failure to ensure that design input requirements are
documented, reviewed, and approved by a designated
Individual(s) (Multidata Systems 1998)




Trends In Compliance

1 Validation

BValidation of the systems  did not include critical
system tests such as volume, stress,
performance, boundary, and compatibility.
(Schein/Marsam, 2000)

BFailure to validate computer software for its
iIntended use according to an established
protocol prior to approval
used to run load curves has not been validated to
demonstrate data integrity from the initial point
of collection. (ConMed, 2003)




Trends In Compliance

1 Validation (COTS)

BFor example, electronic records are used, but
there was no software validation. No procedures
are established to validate for its intended
purpose the Microsoft Word or Microsoft Excel
software used In creating and maintaining
nonconformance records, product return records,
Internal audit corrective action records, or
preventive action records. We have reviewed your
response and have concluded that it is
Inadequate because off - the - shelf software must
be validated for its intended purpose . (G&B

Electronic Designs Limited, 24Apr07)
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Trends In Compliance

1 Validation

BAdditionally, you have not justified why you use
the "pass/fail” test result  instead of the actual
guantifiable test result  to prove that your devices
and components are manufactured Iin
conformance to your approved design
specifications. (Avazzia, Inc., 20JunQ7)
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Trends In Compliance

1 Validation

B The xxx network system is used to control materials
management and the quarantine/release of raw
materials and finished product. This system is not
validated because:

1 Significant elements customized by the firm to configure the

system are not defined or controlled within the validation
documentation.

1 The firm has failed to incorporate a revision control system
for the custom configurations

1 Validation documents fail to define all libraries, modules
within libraries or programs within modules to include the
last date save (used as revision number by firm).

B (Unnamed Company in GMP Trends May 2004




Trends In Compliance

1 Requirements

BlIn order to consider a computer system to be
validated , all elements which make up the system
must be clearly defined. Appropriate systems
definition documentation, properly updated when

necessary throughout the life cycle of the software , IS
part of the control and ongoing maintenance of a
computer progr am. eeée. . Lack
documentation would make it impossible to perform
meaningful retrospective validation. FDA concludes

that the systems lack adequate validation and
therefore are unacceptable for use in the production

of the drug products . (WL - Pharmacia Corporation,
11Jan01)




Trends In Compliance

1 Requirements

B ..the facility has no written design specifications,
established as predetermined criteria before the
program was written, for what the software is
Intended to do and how it is intended to do it.

(ITT Research, 483 Obs. 1998)

BYour firm lacks documentation of software
requirements and specifications  and documented
evidence for software verification and validation
activities for the complaint database. (Roche re.
Disetronics Medical Systems, 2003)




Trends In Compliance

1 Security

BAppropriate controls are not exercised over
computers or related systems to assure that
changes in analytical methods or other control
records are instituted only by authorized
personnel (21CFR211.68b). Specifically a) a
| aboratory manager (é) gai |
computer system through a common password
Analysts were not required to use individual
passwords; they operated the system using the
login of the laboratory manager. (WL - Concord
Labs. 11Jul06).




Trends In Compliance

1 Change Control

BThe Quality unit failed to review and approve a
change In Laboratory computer software (IVAX
Pharmaceuticals, Inc. 2001.)

BThere are no written procedures addressing the
verification tasks to be performed for new or
changed software (i.e. complexity analyses, code
Inspections, unit coverage analyses). (Multidata
Systems, 1998)




Trends In Compliance

1 Problem Tracking/Resolution

BAIl users are not notified of existing problems or
fixes until a user encountered the problem.
Software corrections are only provided to the user
that discovered and reported the problem and not
to other users of the computer system/software.
(MAK- SYSTEM S.A. 2003)




Trends In Compliance

1 Problem Tracking/Resolution

BNo documented corrective and preventative
action for software bugs  found during
retrospective validation. Validation testing
revealed several responses that were unexpected
and may potentially adversely effect the
performance of the (é.) de:
responses were not evaluated and addressed.
(Cleveland Medical Devices, Inc., 2001).




Trends In Compliance

v Wh a't we donot K now:

BHow to predict earthquakes (or other catastrophic
events like warning letters) from historical data.

BlLong term effects (or the combined effect) of
CBER/CDER merger, PAT initiative, Part 11
withdrawals, GMP in 21 St century initiative, Quality
Risk Management.




Regulatory Inspection

v Act Three

.



Regulatory Inspection

; Like stock market 0 past performance (GMP
Trends) canot predict fu
outcomes.

BConsiderable variability across inspectors (EMEA,
FDA) regarding knowledge (and interest) into CS
Controls.

BChanging landscape (new - clear age) characterized
by QbD, PAT, Risk Management.

BNebul ous oenforcement di scr ¢
controls (post 2003)




Regulatory Inspection

rHow t o hedge your bets |
regulatory inspections. Avoiding snake eyes.
BCriticality ranking (systems
BPropensity ranking (systems most often cited)
BPropinquity ranking (systems closest to surface)

1 Other strategies

BProfiling Inspectors (Regulatory dept. or public
meetings)




Regulatory Inspection

1 Top ten questions likely to be asked by FDA
(EMEA) computer systems specialist:

1. Validation - Is system X validated for use? Do you
have the validation documents for system x? Can
you provide a summary of the validation activities
that were undertaken to validate the system? Was
the validation prospective and/or based on pre -
approved protocols? Was the validation planned?

2. Requirements / Design 8 Do you have documented
requirements for the system? Requirements that
define the use of the system in the conduct of GxPs?
Are these requirements current? And do they reflect
the existing use of the system and its validated
state? Do you have a system architecture diagram?

_ Process and/or data flow diagram?




Regulatory Inspection

1 Top ten questions likely to be asked by FDA
(EMEA) computer systems specialist:

3. Traceability 9 Is testing traceable to design? Do you
have a traceability matrix to demonstrate that
testing covered all aspects of systems requirements
and design basis?

4. Logical security - Do you manage system access?
Can you demonstrate that only specified individuals
have access to critical system functions and data?
Do you periodically review account access to ensure
that access lists are current. Do you know who has
root access to servers or administrative access to
applications? Is remote access granted, if so how

(process/technology)?




Regulatory Inspection

1 Top ten guestions likely to be asked by FDA
(EMEA) computer systems specialist:

5. Training 9 Are users trained on the operation of
the system? Is this training a condition for
system access?

6. Operating procedures 9 Do you have operating
procedures for system X? Do you have
procedures in place to administer the system?
Do you have support system procedures, such

as data back - up and recovery, configuration
and change management?




Regulatory Inspection

1 Top ten questions likely to be asked by FDA
(EMEA) computer systems specialist:

1.

Change control 8 Do you manage changes made to
validated systems? Are changes to validated systems
appropriately reviewed/approved prior to
implementation? in order to ensure that the

validated state is not compromised by the proposed
change? Can you provide a list of all changes to

both the hardware and software that comprises
system X (over the last x months/years)?

Interfaces / Integrations 9 Is system X integrated
with external software? Does system X exchange
(bilateral/unilateral) data with systems outside of
the native application interfaces (import/export
tools, GUI, APIs)? If so how was this tested? Are
there any back - end processes that circumvent the

application interface? If so how are they controlled?



Regulatory Inspection

1 Top ten questions likely to be asked by FDA
(EMEA) computer systems specialist:

9. Issue tracking 9 Do you track issues
encountered during the operation of the
system? Does someone review these issues to
evaluate oout of trendod pe
system? Or potential data integrity issues?

10. Infrastructure qualification 0 Is the
Infrastructure (servers, routers, networks) well
characterized and qualified for use? Do you
maintain an asset/system inventory that defines
the GxP status of support components (servers,

OS, databases)?




Regulatory Inspection

Issues Covered
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EMEA 2009 X X X X
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Parting Thoughts on Propinquity

} The propinquity index (P ) loosely defines the ease of
detectability (5= easy, 1= hard) of an issue as a
function of the layers/strata of documentation
necessary to uncover (  alethea) it, for example:
BLevel 5 dissue arises though interviews and presentations

B Level 4 dissue surfaces through first line documents, such
as SOPs, line listing (bugs, change control), inventories,
summary reports.

B Level 3 & issue uncovered through a review of supporting

documentation such as, test protocols, change packages,
bug resolution/investigation records.

Blevel 2 dissue is evident through the detailed review of
scripts, logs, or other outputs.

BlLevel 1 dissue can only be confirmed through the
connection or articulation of disparate documentation
types. Cross - referencing, for example, bug lists with
validation documents, or change control.




Questions?




Overview of Regulatory Guidance
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1983 & FDA Guide to Inspection of Computerized Systems in
Drug Processing (Blue Book)

1987 - FDA Guideline on General Principles of Process
Validation (Updated 2008)

1988 & DIA Red Apple (Updated 2008)
1991 & EU Annex 11 (Draft revision in progress)
1995 & OECD Application of GLP to CS

1999 & Guidance for Industry 8 CS Used in Clinical
Investigations (Updated 2007)

2002 0 FDA General Principles of Software Validation




1983 (Blue Book) Guide to Inspection

1 The suitability of computer  hardware for the tasks assigned
€ must be demonstrated tdsamugh ar
challenges . The depth and scope of hardware validation will
depend upon the complexity of the system and its potential
effect on drug quality. o

yolt 1s vital that a firm have ass
e wicdnsistently perform as they are supposed to within
pre - established operational limits. Determine who conducted
software validation and how key ¢

} oMuch of the [...] wvalidation may
computer vendor. However, the ultimate responsibility for
suitability of [equment/program] rests with the
pharmaceutical manufacturer . 0




1987 FDA Process Validation

1+ Definitions
B 1Q, Process PQ, Product PQ
B Prospective and Retrospective
B Protocol
B Worst case

} Validation doVal i dati on | docusmsnte@ehitlencs h i
which provides a high degree of assurance that a specific
process will consistently produce a product meeting its pre -

n

determined specifications and qu

} The princi pl emaybefstatédaarvlions:y 0
B quallty, safety, and effectiveness  must be designed and built into
the product;
B quality cannot be inspected or tested into finished proaduct ,; and

Beach step of the eprocess must be
probability that the finished product meets all quality and design
specifications.

lden )
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} 1) System Development 8 covering the software
development lifecycle
B Describes standard Waterfall methodology d initiation,
requirements analysis, design, programming, testing, system
validation, release, operation and maintenance.

B Outlines SDLC deliverables & SRS, Design specification (High level,
detailed), project plan, test plan, release plan, validation plan
} 2) System Verification and Validation & covering validation
and change control
B System validation as a phase in the SDLC.

BSection on the oValidation Pl an
control, and retrospective evaluation

B Section defines validation documentation to list the SDLC
deliverables outlined in previous chapter. Overall poorly
organized section with considerable overlap with Chapter 1 and 3.




